
 

 

 

THIS DOCUMENT IS ONLY COMPATIBLE WITH ADOBE SOFTWARE. 
 

YOU WILL NEED TO USE ADOBE SOFTWARE AND ACCEPT THE FOLLOWING TERMS AND CONDITIONS 
BEFORE YOU MAY VIEW THE COMPLIANCE REPORT. 

 
YOUR ACCESS TO AND USE OF CORESITE’S COMPLIANCE REPORTS ARE SUBJECT TO THE FOLLOWING TERMS AND CONDITIONS 
(“AGREEMENT”), AND BY CLICKING “ACCEPT” BELOW, YOU REPRESENT THAT YOU HAVE REVIEWED THESE TERMS AND CONDITIONS 
AND AGREE TO BE BOUND BY THEM. 
 
“You” and “Your” refer to the company or entity requesting and/or viewing the compliance reports document. “Document” means 
the compliance reports accessed by clicking on the Accept button below.  
 
1. The Document, together with any and all information contained therein and relating to the CoreSite Facility, CoreSite, CoreSite LP or any of its affiliates 

(collectively, “CoreSite”), is “Confidential Information.” You shall not disclose the Confidential Information to any other party without CoreSite’s written 
consent, other than to Your affiliates and respective directors, officers, employees, advisors, third party auditors engaged by You to assist in performing the 
Assessment, and other agent(s) (collectively, the “Representatives”) who are working on or consulted regarding such information in connection with the 
Assessment (it being understood that such Representatives shall be informed by You of the confidential nature of CoreSite’s Confidential Information and shall 
be directed by, and, with respect to third party Representatives to treat such Confidential Information confidentially and not to use such Confidential 
Information other than for the Assessment). You shall require any third party auditor Representatives to execute a confidentiality and nondisclosure agreement 
protecting the Confidential Information on terms and conditions at least as stringent as those set forth in this Agreement. You shall remain solely responsible for 
preserving confidentiality of Confidential Information that is shared with or accessed by any Representatives.  
 
Confidential Information does not include information that (a) was in the possession of You or Your Representatives (defined herein) prior to disclosure, (b) 
prior or after the time of disclosure becomes part of the public knowledge or literature, not as a result of any inaction or action of You or any Representatives in 
violation of this Agreement, (c) becomes available to You or Your Representatives on a non-confidential basis after the date hereof from any third party which is 
not known by You or Your Representatives to be bound by a confidentiality agreement with CoreSite with respect to such inform ation, (d) has been or is 
subsequently independently conceived or developed by You or Your Representatives without reference to the Confidential Information, or (e) You are 
requested or required to disclose pursuant to a valid order of a court, law, governmental rule, governmental regulation, governmental body or self-regulatory 
agency; provided, however, that You shall, to the extent practicable and permitted by law, rule, regulation or judicial order, give notice to CoreSite and shall give 
CoreSite a reasonable opportunity to interpose an objection or obtain a protective order (at Your sole expense) requiring that the Confidential Information so 
disclosed be used only for the purposes for which the order was issued. 
 

2. You agree that the Document will be promptly returned or destroyed, accompanied by all copies (including, without limitation, any reports or compilations 
prepared by You that include such Document or its contents) upon the written request of CoreSite; provided, however, that You may retain any Confidential 
Information for Your files to the extent required by Your record retention policies for legal and regulatory considerations and such retained Confidential 
Information shall remain subject to the confidentiality obligations contained herein for as long as such Confidential Information is retained. 
 

3. Nothing in this Agreement is intended to grant any rights under any intellectual property of CoreSite, nor shall this Agreement grant You any rights in or to the 
Confidential Information. CoreSite makes no representation or warranty as to the accuracy or completeness of the Confidential Information.  
 

4. You acknowledge that CoreSite LP is a publicly held company and that the United States securities laws prohibit any person who has material, non-public 
information about a public company from purchasing or selling securities of that company, or from communicating that informat ion to any other person under 
circumstances in which it is reasonably foreseeable that such person is likely to purchase and sell those securities. You agree that You will not use, or cause any 
third party to use, the Document or any Confidential Information, or other material non-public information regarding CoreSite, in violation of the U.S. securities 
laws. 
 

5. You agree to comply fully with all relevant export laws and regulations of the U.S. ("Export Laws") to assure that neither Confidential Information nor any direct 
product thereof is: (1) exported, directly or indirectly, in violation of this Agreement or Export Laws; or (2) intended to b e used for any purposes prohibited by 
the Export Laws. You agree that Confidential Information may not be viewed by, or otherwise provided or made available, either directly or indirectly, to: (1) 
individuals or entities from any country within the U.S. Export Administration Regulations country E:1 group, as it exists in  fact, or any other country subject to 
U.S. trade sanctions, or to nationals or residents of such countries, wherever located, other than nationals who are lawfully  admitted permanent residents of 
countries not subject to such sanctions; or (2) to any individual or entity on the U.S. Treasury Department or U.S. Commerce Department export exclusions list, 
as they exist in fact. 
 

6. This Agreement shall continue and remain in effect for as long as you have the Document or any Confidential Information. This Agreement shall be governed by 
and construed and enforced in accordance with Colorado law. This Agreement supersedes any and all prior discussions between the parties with respect to the 
subject matter hereto. Any written agreements between the parties shall remain in full force and effect through their respective terms. 
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SECTION 1 – INDEPENDENT ACCOUNTANT’S REPORT ON COMPLIANCE 
 







AARC-360 
8000 Avalon Boulevard, Suite 100, Alpharetta, GA 30009 
Tel: +1 866 576 4414 
www.AARC-360.com  


 


Private and Confidential 
Page 3 


Independent Accountant's Report on Compliance 
 


To: CoreSite LP 


 
We have examined management of CoreSite LP’s (“CoreSite” or “the Company”) assertion that CoreSite complied 
with the requirements of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) Security Rule and 
the Breach Notification Rule, as formalized by the Health Information Technology for Economic and Clinical Health 
(HITECH) Act of 2009 and the Omnibus Rule of 2013, as of June 30, 2025, at its in-scope locations as noted in Section 
3 of this report. 
 
CoreSite’s management is responsible for its assertion. Our responsibility is to express an opinion on management’s 
assertion based on our examination. 
 
We conducted our examination in accordance with attestation standards established by the American Institute of 
Certified Public Accountants (AICPA). Those standards require that we plan and perform the examination to obtain 
reasonable assurance about whether management’s assertion is fairly stated, in all material respects. 
 
An examination involves: 
 


• Performing procedures to obtain evidence about whether management’s assertion is fairly stated; 


• Assessing the risks of material misstatement of the assertion, whether due to fraud or error; 


• Evaluating the design and implementation of relevant controls; and 


• Testing the operating effectiveness of controls where applicable. 
 
We believe that the evidence obtained is sufficient and appropriate to provide a reasonable basis for our opinion. 
 
We are required to be independent and to meet our other ethical responsibilities in accordance with relevant ethical 
requirements related to the engagement. 
 
Our examination does not provide a legal determination on CoreSite's compliance with the specified requirements. 
 
In our opinion, management’s assertion, as noted in Section 2, that CoreSite complied with the requirements of the 
HIPAA Security Rule and the Breach Notification Rule, as formalized by the HITECH Act of 2009 and the Omnibus 
Rule of 2013, and as described in the compliance attestation results in Section 4, as of June 30, 2025, is fairly stated, 
in all material respects. 
 


AARC-360 
Alpharetta, GA 
September 4, 2025 
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SECTION 2 – CORESITE’S ASSERTION 
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CoreSite’s Assertion 
 
September 4, 2025 
 
We have prepared the description of CoreSite LP’s (“CoreSite” or “the Company”) information security program 
supporting the colocation services that was provided to customer organizations (or “user entities”) as of June 30, 
2025. We confirm, to the best of our knowledge and belief, that: 
 


a) Management’s description fairly presents CoreSite’s controls for its colocation services that were designed 
and implemented as of June 30, 2025. The criteria we used in making this assertion were that the 
description: 
 


i. Presents the controls as designed and implemented to support the colocation services; 
 


ii. Describes the specified controls designed to achieve the information security program’s objectives; 
and 


 
iii. Does not omit or distort information relevant to the controls; 


 
b) the information security program supporting the colocation services complies with the requirements of the 


Health Insurance Portability and Accountability Act of 1996 (HIPAA) Security Rule and the Breach 
Notification Rule as formalized by the Health Information Technology for Economic and Clinical Health 
(HITECH) Act of 2009 and the Omnibus Rule of 2013, as of June 30, 2025 at its in-scope locations as noted 
in Section 3 of this report. The criteria we used in making this assertion were that: 
 


i. Management determined the applicable controls included in the information security program; 
 


ii. The controls, as described, met implementation specifications for the applicable safeguards, 
standards, and rules, as defined in HIPAA Security Rule and HITECH Breach Notification Rule; and 


 
iii. The controls, as described, were implemented as of June 30, 2025. 


 
Section 3 of this report includes CoreSite’s description of its colocation services that is covered by this assertion 
and Section 4 includes the compliance attestation results of the HIPAA Security Rule and HITECH Breach Notification 
requirements. 
 
 
 
       
Larry Jones 
Vice President, Compliance & Internal Controls 
CoreSite LP 
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SECTION 3 – DESCRIPTION OF THE INFORMATION SECURITY PROGRAM
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Description of the Information Security Program  
 


Overview of Operations 
 
Company Background 
 
CoreSite, a subsidiary of American Tower Corporation, owns and operates data center facilities in key markets across 
the United States. CoreSite’s data centers deliver secure, high-performance colocation and interconnection services 
for its customers, including enterprises, cloud providers, and network operators. 
 
Description of Services Provided 
 
CoreSite delivers secure, reliable colocation facilities with infrastructure designed to protect customer systems from 
physical and environmental risks. In addition, CoreSite provides cross connection and interconnection services to 
enable secure, low-latency communication among customers, cloud platforms, and network providers. The following 
table outlines CoreSite’s core service offerings, each designed to support customer reliability, scalability, and 
business continuity. 
 
CoreSite does not collect, access, store, retain, encrypt, decrypt, or otherwise monitor any of its customer data or 
communications, including information stored on customer-owned equipment or related to customers' end users. 
 
Description of Electronic Protected Health Information (ePHI) Data Flows 
 
Physical and Environmental Data  
 
CoreSite does not manage or access customer data, including ePHI, stored within its colocation services system. 
However, it is responsible for managing and monitoring physical and environmental data across its data center 
facilities and at CoreSite’s headquarters in Denver, Colorado. A centralized badge access control system regulates 
entry to CoreSite facilities, while network video recorder (NVR) camera systems continuously monitor for potential 
intrusion or physical security threats. Both systems are configured to retain access logs and video which support 
security investigations when needed. 
 
Environmental conditions, including temperature and humidity, are managed using dedicated cooling infrastructure 
and monitored through the building automation systems. These systems are configured to trigger alarms when 
environmental thresholds are exceeded or when a risk of power system failure is detected. 
 
To ensure power availability, each colocation facility is equipped with redundant uninterruptible power supply (UPS) 
systems and backup generators, all of which are maintained and regularly inspected by internal and third-party 
personnel. Environmental control systems, including computer room air conditioners (CRACs), computer room air 
handlers (CRAHs), and chillers, are also subject to scheduled maintenance to ensure ongoing performance and 
reliability. 
 
Customer Portal Data  
 
As part of CoreSite’s colocation services, customers are granted access to a secure online portal, which is restricted 
to their own data and account-specific information. Customers are responsible for managing their individual access 
rights, including designating a portal administrator.  
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While the portal does not store cardholder data (CHD) or protected health information (PHI), it does contain the 
following customer-related data: 
 


• Customer orders for services and support  


• Inventory (e.g., spaces and services, power usage, network usage, etc.) 


• Activity history (e.g., power, interconnection, buildout services, remote hands, trouble tickets, access, 
packages, inquiries, usage billing, environmental data) 


• Invoices 


• Legal documents (master services agreement (MSA) and contracts) 


• Knowledge documents 


• User security settings (accessible only by portal administrators) 


• User permissions 


• Security access logs 


• User profile data, including each user’s first name, last name, email address, job title, phone number, time 
zone, and associated customer account 


 


Access to the portal is secured by username and password authentication, and all web sessions are encrypted using 
Transport Layer Security (TLS) 1.2 to ensure data in transit is protected. 
 


CoreSite Asset and Data Disposal  
 


CoreSite maintains a media handling and destruction policy that guides personnel in securely removing data and 
software from company-owned physical assets. These procedures ensure that all data is rendered unrecoverable 
prior to asset disposal. Physical destruction and recycling of CoreSite-owned assets are performed by a qualified 
third-party vendor, which provides CoreSite with a certificate of destruction or recycling upon completion. 
Customers are responsible for managing the secure destruction of data and software stored on their equipment 
within the colocation facilities. 
 


Security Program Description  
 


The scope of this report includes the information security program for the following CoreSite data center facilities: 
 


Locations Sites 


Atlanta AT1, AT2 


Boston BO1 


Chicago CH1, CH2 


Washington D.C. DC1, DC2 


Denver DE1*, DE2 


Los Angeles LA1, LA2, LA3 


Miami MI1, MI2 


New York NY1, NY2, NY3 


Orlando OR1 


Silicon Valley SV1, SV2, SV3, SV4, SV7, SV8, SV9 


Northern Virginia VA1, VA2, VA3 


 


* - In April 2025, CoreSite acquired the building housing DE1, including additional colocation space. This additional 
colocation space is not included in the scope of this report and will be included in a future examination once 
integrated into CoreSite’s control framework. 
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Physical Security 
 
CoreSite maintains a comprehensive standard operating procedure (SOP) that governs security practices across its 
colocation facilities. The SOP outlines the roles and responsibilities of colocation and security personnel and covers 
key topics such as: 
 


• Management of the access control system 


• Visitor management 


• Deliveries and equipment removal 


• Handling of customer-owned infrastructure 


• Physical security incident response 
 
Physical security is enforced through a combination of manual and automated controls. CoreSite uses the Lenel 
badge access control system to monitor and prevent unauthorized access. The system enforces two-factor 
authentication requiring both badge credentials and a biometric scan to access restricted areas such as customer 
installations (e.g., production areas). Biometric data is securely stored as non-reversible, one-way hashes. The badge 
systems log all ingress activity, with logs retained for a minimum of 90 days for audit purposes. Alerts for predefined 
events such as doors held open or biometric mismatches are routed in real time to data center operations for 
investigation. Data center staff also use the automated ticketing system to manage and track equipment deliveries 
and removals. 
 
CoreSite also deploys NVR camera systems to continuously monitor access and activity throughout the colocation 
environment. Security technicians provide 24x7 oversight at each site, and the Lenel and NVR systems are integrated 
with an enterprise-wide monitoring platform that supports centralized, off-site surveillance. NVR images are 
retained for at least 90 days.  
 
Physical access requests for internal users are documented through the automated ticketing system and require 
manager approval. Employee badge access privileges are granted based on individual job responsibilities and are 
revoked as part of the employee termination process. Quarterly physical access reviews are performed for each 
colocation facility to help ensure that access to the data centers is restricted to authorized personnel. Physical access 
requests for external users (e.g., customers, contractors, vendors, etc.) are also submitted through the automated 
ticketing system and are processed by facility security personnel. Visitors must present photo identification, be 
logged in the access control system or sign a visitor log, and must be escorted wearing a temporary badge. Historical 
visitor logs and badge records are retained for a minimum of 90 days. The ability to administer the badge access 
control systems is restricted to user accounts accessible by authorized personnel. 
 
CoreSite maintains procedures to track the assignment and return of physical keys at its data center facilities. 
Depending on the location, sites either use the Traka key management system or follow a manual key check-out and 
audit process. Traka electronic key cabinets are used to securely issue, track, and automatically audit physical keys. 
These units enforce authenticated access, provide real-time tracking of key check-outs and returns, and support 
centralized reporting and alerting to help enforce physical access controls and accountability. 
 
Policies and Procedures 
 
Information security policies and procedures are in place to guide personnel in the execution of their job 
responsibilities as it relates to the information security program. Policies and procedures are made available to 
employees via the Company’s online collaboration platform which is accessible by all employees. Policies and 
procedures are reviewed and updated on a periodic basis. 
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Training 
 
Training courses are available to employees to maintain and advance the skill level of personnel. Employees are 
required to complete workplace security awareness; privacy and information security; and business conduct and 
ethics training upon hire and annually thereafter to communicate and reemphasize their obligations and 
responsibilities for complying with corporate and business unit security policies. A learning management system 
(LMS) is in place to track employee compliance with training requirements and is configured to send automated 
notifications to employees reminding them of training due dates.  
 
Furthermore, employees sign an acknowledgement form upon hire indicating that they have been given access to 
the employee handbook and understand their responsibility for adhering to the code of conduct outlined within the 
handbook. 
 
Incident Response 
 
CoreSite maintains documented escalation procedures for reporting and responding to security and availability 
incidents. These procedures are provided to both internal and external users and outline the full incident lifecycle, 
including: 
 


• Roles and responsibilities 


• Procedures for reporting security events and system weaknesses 


• Assessment and classification of incidents 


• Response actions and communication protocols 


• Post-incident review and lessons learned 
• Evidence collection and documentation requirements 


 
Quarterly, management meetings are conducted to review incident activity, discuss corrective actions, and ensure 
effective resolution and continuous improvement. Help desk and operations personnel use the automated ticketing 
system to log security incidents, track response efforts, and document final resolutions. This system helps maintain 
accountability and ensures a complete audit trail for each event. 
 
Disaster Recovery and Business Continuity 
 
CoreSite maintains documented business continuity and disaster recovery plans for its corporate headquarters and 
each colocation facility. These plans outline procedures for responding to disruptive events and cover key functional 
areas, including IT, data center operations, and network operations. The plans are tested at least annually to validate 
their effectiveness and ensure preparedness. 
 
Breach Notification Description 
 
CoreSite does not have logical access to customer systems which may contain ePHI; however, CoreSite is responsible 
for maintaining physical safeguards to the data center facilities housing customer systems. Documented policies and 
procedures are in place to guide personnel in notifying a covered entity upon discovery of a breach, within the 
defined timeframe and not to exceed sixty (60) calendar days after the discovery of a breach. Documented policies 
and procedures are in place to help ensure that breach notifications are made as required or that an impermissible 
use or disclosure did not constitute a breach. A risk assessment is performed to determine whether a notification 
must be provided when an incident results in impermissible acquisition, access, use, or disclosure. A breach response 
tracking log is in place to guide personnel in the breach notification process. 
 
Policies and procedures are in place to guide workforce personnel in responding to law enforcement statements 
including that a notice or posting could impede a criminal investigation or damage national security. The marketing 
director and senior leadership team (SLT) comply with law enforcement delay requests for breach notifications.  
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Risk Identification, Analysis, and Mitigation 
 
Overview and Objectives 
 
CoreSite’s risk management program is designed to ensure that organizational resources are deployed efficiently 
and effectively to manage both business opportunities and threats. Risk management is a continuous process 
involving the identification, assessment, and treatment of risks to CoreSite’s objectives. The risk management 
framework provides a structured process to: 


• Systematically identify and assess risks early 
• Apply consistent criteria to risk evaluation 
• Generate accurate and actionable information for decision-making 
• Develop risk treatment strategies 
• Monitor and review risk exposure to maintain it within acceptable levels 
• Provide the ISSC with visibility into risk posture and plans 


 
The risk assessment procedures outline CoreSite’s methods for assessing and treating risks. The risk assessment 
procedures are in place to guide personnel in areas that include, but are not limited to, the following: 
 


• Roles and responsibilities  
• Criteria for risk evaluation  
• Risk identification and analysis 
• Risk treatment and mitigation 
• Ongoing risk monitoring and reporting 


 
Risk Assessment 
 
CoreSite performs a formal risk assessment on an annual basis to identify and analyze business and security risks, in 
accordance with the organization’s risk assessment procedures. Identified risks are formally documented, analyzed 
for their significance, and reviewed by management along with mitigation strategies. Risk owners are assigned to 
develop and implement control activities that mitigate the identified risks. These control activities are documented 
and designed to support the achievement of objectives as an output from the annual risk assessment. In addition to 
the full annual risk assessment, risks are regularly evaluated to help ensure they remain current and that the applied 
controls are valid. The relevant risk assessments are also reviewed for significant changes to the business such as 
the introduction of new or changed information technology services and environmental threats. 
 
A statement of applicability, aligned with the requirements of International Organization for Standardization (ISO) 
27001, is in place to document the linkage between the risk assessment results and the security controls in place to 
mitigate identified risks. The statement of applicability is updated on an annual basis in conjunction with the risk 
assessment process. The annual risk assessment considers potential for fraud, impact of changes to the system and 
environmental threats.  
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HIPAA SECURITY RULE AND HITECH BREACH NOTIFICATION REQUIREMENTS COMPLIANCE ATTESTATION RESULTS 
 
ADMINISTRATIVE SAFEGUARDS 
 


HIPAA Citation HIPAA Security Rule Implementation Specification Conclusion 


164.306(a) General 
Requirements 


Covered entities and business associates must do the following:  


(1) Ensure the confidentiality, integrity, and availability of all electronic protected health 
information the covered entity or business associate creates, receives, maintains, or 
transmits;  


(2) Protect against any reasonably anticipated threats or hazards to the security or 
integrity of such information;  


(3) Protect against any reasonably anticipated uses or disclosures of such information 
that are not permitted or required under subpart E of this part; and  


(4) Ensure compliance with this subpart by its workforce. 


Compliant  


164.306(b) Flexibility of 
Approach 


(1) Covered entities and business associates may use any security measures that allow 
the covered entity or business associate to reasonably and appropriately implement 
the standards and implementation specifications as specified in this subpart.  


(2) In deciding which security measures to use, a covered entity or business associate 
must take into account the following factors: 


(i.) The size, complexity, and capabilities of the covered entity or business associate; 


(ii.) The covered entity's or the business associate's technical infrastructure, 
hardware, and software security capabilities;  


(iii.) The costs of security measures; and  


(iv.) The probability and criticality of potential risks to electronic protected health 
information. 


Compliant  


164.308(a)(1)(i) Security Management 
Process 


Implement policies and procedures to prevent, detect, contain, and correct security 
violations. 


Compliant  


164.308(a)(1)(ii)(A) Risk Analysis Conduct an accurate and thorough assessment of the potential risks and vulnerabilities to 
the confidentiality, integrity, and availability of electronic protected health information 
(ePHI) held by the covered entity or business associate. 


Compliant 


164.308(a)(1)(ii)(B) Risk Management Implement security measures sufficient to reduce risks and vulnerabilities to a reasonable 
and appropriate level to comply with § 164.306(a). 


Compliant 
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HIPAA Citation HIPAA Security Rule Implementation Specification Conclusion 


164.308(a)(1)(ii)(C) Sanction Policy Apply appropriate sanctions against workforce members who fail to comply with the 
security policies and procedures of the covered entity or business associate. 


Compliant 


164.308(a)(1)(ii)(D) Information System 
Activity Review  


Implement procedures to regularly review records of information system activity, such as 
audit logs, access reports, and security incident tracking reports. 


Compliant 


164.308(a)(2) Assigned Security 
Responsibility 


Identify the security official who is responsible for the development and implementation 
of the policies and procedures required by this subpart for the covered entity or business 
associate. 


Compliant  


164.308(a)(3)(i) Workforce Security Implement policies and procedures to ensure that all members of its workforce have 
appropriate access to ePHI, as provided under paragraph (a)(4) of this section, and to 
prevent those workforce members who do not have access under paragraph (a)(4) of this 
section from obtaining access to ePHI. 


Customer 
Responsibility* 


164.308(a)(3)(ii)(A) Authorization and/or 
Supervision 


Implement procedures for the authorization and/or supervision of workforce members 
who work with ePHI or in locations where it might be accessed. 


Customer 
Responsibility* 


164.308(a)(3)(ii)(B) Workforce Clearance 
Procedure 


Implement procedures to determine that the access of a workforce member to ePHI is 
appropriate. 


Customer 
Responsibility* 


164.308(a)(3)(ii)(C) Termination 
Procedures 


Implement procedures for terminating access to electronic protected health information 
when the employment of, or other arrangement with, a workforce member ends or as 
required by determinations made as specified in paragraph (a)(3)(ii)(B) of this section. 


Customer 
Responsibility* 


164.308(a)(4)(i) Information Access 
Management 


Implement policies and procedures for authorizing access to ePHI that are consistent with 
the applicable requirements of subpart E of this part. 


Customer 
Responsibility* 


164.308(a)(4)(ii)(A) Isolating Health Care 
Clearinghouse 
Functions 


If a health care clearinghouse is part of a larger organization, the clearinghouse must 
implement policies and procedures that protect the ePHI of the clearinghouse from 
unauthorized access by the larger organization. 


Not Applicable 


164.308(a)(4)(ii)(B) Access Authorization Implement policies and procedures for granting access to ePHI; for example, through 
access to a workstation, transaction, program, process, or other mechanism. 


Customer 
Responsibility* 


164.308(a)(4)(ii)(C) Access Establishment 
and Modification 


Implement policies and procedures that, based upon the covered entity's or the business 
associate's access authorization policies, establish, document, review, and modify a user's 
right of access to a workstation, transaction, program, or process. 


Customer 
Responsibility* 


164.308(a)(5)(i) Security Awareness 
and Training 


Implement a security awareness and training program for all members of its workforce 
(including management). 


Compliant 
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HIPAA Citation HIPAA Security Rule Implementation Specification Conclusion 


164.308(a)(5)(ii)(A) Security Reminders Implement periodic security updates. Compliant 


164.308(a)(5)(ii)(B) Protection from 
Malicious Software 


Implement procedures for guarding against, detecting, and reporting malicious software. Customer 
Responsibility* 


164.308(a)(5)(ii)(C) Log-in Monitoring Implement procedures for monitoring log-in attempts and reporting discrepancies. Customer 
Responsibility* 


164.308(a)(5)(ii)(D) Password 
Management 


Implement procedures for creating, changing, and safeguarding passwords. Compliant 


164.308(a)(6)(i) Security Incident 
Procedures 


Implement policies and procedures to address security incidents. Compliant 


164.308(a)(6)(ii) Response and 
Reporting 


Identify and respond to suspected or known security incidents; mitigate, to the extent 
practicable, harmful effects of security incidents that are known to the covered entity or 
business associate; and document security incidents and their outcomes. 


Compliant 


164.308(a)(7)(i) Contingency Plan Establish (and implement as needed) policies and procedures for responding to an 
emergency or other occurrence (for example, fire, vandalism, system failure, and natural 
disaster) that damages systems that contain ePHI. 


Compliant 


164.308(a)(7)(ii)(A) Data Backup Plan Establish and implement procedures to create and maintain retrievable exact copies of 
ePHI. 


Customer 
Responsibility* 


164.308(a)(7)(ii)(B) Disaster Recovery 
plan 


Establish (and implement as needed) procedures to restore any loss of data. Customer 
Responsibility* 


164.308(a)(7)(ii)(C) Emergency Mode 
Operation Plan 


Establish (and implement as needed) procedures to enable continuation of critical 
business processes for protection of the security of ePHI while operating in emergency 
mode. 


Compliant 


164.308(a)(7)(ii)(D) Testing and Revision 
Procedures 


Implement procedures for periodic testing and revision of contingency plans. Compliant 


164.308(a)(7)(ii)(E) Applications and Data 
Criticality Analysis 


Assess the relative criticality of specific applications and data in support of other 
contingency plan components. 


Customer 
Responsibility* 
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HIPAA Citation HIPAA Security Rule Implementation Specification Conclusion 


164.308(a)(8) Evaluation Perform a periodic technical and nontechnical evaluation, based initially upon the 
standards implemented under this rule and subsequently, in response to environmental 
or operational changes affecting the security of ePHI, that establishes the extent to which 
a covered entity’s or business associate's security policies and procedures meet the 
requirements of this subpart. 


Compliant 


164.308(b)(1) Business Associate 
Contracts and Other 
Arrangements 


A covered entity may permit a business associate to create, receive, maintain, or transmit 
ePHI on the covered entity's behalf only if the covered entity obtains satisfactory 
assurances, in accordance with §164.314(a), that the business associate will appropriately 
safeguard the information. A covered entity is not required to obtain such satisfactory 
assurances from a business associate that is a subcontractor. 


Customer 
Responsibility* 


164.308(b)(2) A business associate may permit a business associate that is a subcontractor to create, 
receive, maintain, or transmit ePHI on its behalf only if the business associate obtains 
satisfactory assurances, in accordance with § 164.314(a), that the subcontractor will 
appropriately safeguard the information. 


Customer 
Responsibility* 


164.308(b)(3) Written Contract or 
Other Arrangement 


Document the satisfactory assurances required by paragraph (b)(1) or (b)(2) of this 
section through a written contract or other arrangement with the business associate that 
meets the applicable requirements of § 164.314(a).  


Customer 
Responsibility* 
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164.310(a)(1) Facility Access 
Controls 


Implement policies and procedures to limit physical access to its electronic information 
systems and the facility or facilities in which they are housed, while ensuring that properly 
authorized access is allowed. 


Compliant 


164.310(a)(2)(i) Contingency 
Operations 


Establish (and implement as needed) procedures that allow facility access in support of 
restoration of lost data under the disaster recovery plan and emergency mode operations 
plan in the event of an emergency. 


Compliant 


164.310(a)(2)(ii) Facility Security Plan Implement policies and procedures to safeguard the facility and the equipment therein 
from unauthorized physical access, tampering, and theft. 


Compliant 


164.310(a)(2)(iii) Access Control and 
Validation 
Procedures  


Implement procedures to control and validate a person’s access to facilities based on 
their role or function, including visitor control, and control of access to software programs 
for testing and revision. 


Compliant 


164.310(a)(2)(iv) Maintenance Records Implement policies and procedures to document repairs and modifications to the physical 
components of a facility which are related to security (for example, hardware, walls, 
doors, and locks). 


Compliant 


164.310(b) Workstation Use Implement policies and procedures that specify the proper functions to be performed, the 
manner in which those functions are to be performed, and the physical attributes of the 
surroundings of a specific workstation or class of workstation that can access ePHI. 


Customer 
Responsibility*  


164.310(c) Workstation Security Implement physical safeguards for all workstations that access ePHI, to restrict access to 
authorized users. 


Customer 
Responsibility* 


164.310(d)(1) Device and Media 
Controls 


Implement policies and procedures that govern the receipt and removal of hardware and 
electronic media that contain ePHI into and out of a facility, and the movement of these 
items within the facility. 


Customer 
Responsibility* 


164.310(d)(2)(i) Disposal Implement policies and procedures to address the final disposition of ePHI and/or the 
hardware or electronic media on which it is stored. 


Customer 
Responsibility* 


164.310(d)(2)(ii) Media Re-use Implement procedures for removal of ePHI from electronic media before the media are 
made available for reuse.  


Customer 
Responsibility* 


164.310(d)(2)(iii) Accountability Maintain a record of the movements of hardware and electronic media and any person 
responsible therefore. 


Customer 
Responsibility* 
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164.310(d)(2)(iv) Data Backup and 
Storage 


Create a retrievable exact copy of ePHI, when needed, before movement of equipment. Customer 
Responsibility* 
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164.312(a)(1) Access Control Implement technical policies and procedures for electronic information systems that 
maintain ePHI to allow access only to those persons or software programs that have been 
granted access rights as specified in 146.308 (a)(4). 


Customer 
Responsibility* 


164.312(a)(2)(i) Unique User 
Identification 


Assign a unique name and/or number for identifying and tracking user identity.  Customer 
Responsibility* 


164.312(a)(2)(ii) Emergency Access 
Procedure 


Establish (and implement as needed) procedures for obtaining necessary ePHI during an 
emergency. 


Customer 
Responsibility* 


164.312(a)(2)(iii) Automatic Logoff Implement electronic procedures that terminate an electronic session after a 
predetermined time of inactivity. 


Customer 
Responsibility* 


164.312(a)(2)(iv) Encryption and 
Decryption 


Implement a mechanism to encrypt and decrypt ePHI. Customer 
Responsibility* 


164.312(b) Audit Controls Implement hardware, software, and/or procedural mechanisms that record and examine 
activity in information systems that contain or use ePHI. 


Customer 
Responsibility* 


164.312(c)(1) Integrity Implement policies and procedures to protect ePHI from improper alteration or 
destruction. 


Compliant** 


164.312(c)(2) Mechanism to 
Authenticate ePHI 


Implement electronic mechanisms to corroborate that ePHI has not been altered or 
destroyed in an unauthorized manner. 


Compliant** 


164.312(d) Person or Entity 
Authentication 


Implement procedures to verify that a person or entity seeking access to ePHI is the one 
claimed. 


Customer 
Responsibility* 


164.312(e)(1) Transmission Security Implement technical security measures to guard against unauthorized access to ePHI that 
is being transmitted over an electronic communications network. 


Customer 
Responsibility* 


164.312(e)(2)(i) Integrity Controls Implement security measures to ensure that electronically transmitted ePHI is not 
improperly modified without detection until disposed of. 


Customer 
Responsibility* 


164.312(e)(2)(ii) Encryption Implement a mechanism to encrypt ePHI whenever deemed appropriate. Customer 
Responsibility* 
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164.314(a)(1) Business Associate 
Contracts or Other 
Arrangements 


The contract or other arrangement required by § 164.308(b)(3) must meet the 
requirements of paragraph (a)(2)(i), (a)(2)(ii), or (a)(2)(iii) of this section, as applicable. 


Customer 
Responsibility* 


164.314(a)(2)(i)(A) Business Associate 
Contracts 


The contract must provide that the business associate will comply with the applicable 
requirements of this subpart; 


Customer 
Responsibility* 


164.314(a)(2)(i)(B) The contract must provide that the business associate will in accordance with § 
164.308(b)(2), ensure that any subcontractors that create, receive, maintain, or transmit 
ePHI on behalf of the business associate agree to comply with the applicable 
requirements of this subpart by entering into a contract or other arrangement that 
complies with this section; and 


Customer 
Responsibility* 


164.314(a)(2)(i)(C) The contract must provide that the business associate will report to the covered entity 
any security incident of which it becomes aware, including breaches of unsecured 
protected health information as required by § 164.410. 


Customer 
Responsibility* 


164.314(a)(2)(ii) Other Arrangements The covered entity is in compliance with paragraph (a)(1) of this section if it has another 
arrangement in place that meets the requirements of § 164.504(e)(3). 


Customer 
Responsibility* 


164.314(a)(2)(iii) Business Associate 
Contracts with 
Subcontractors 


The requirements of paragraphs (a)(2)(i) and (a)(2)(ii) of this section apply to the contract 
or other arrangement between a business associate and a subcontractor required by § 
164.308(b)(4) in the same manner as such requirements apply to contracts or other 
arrangements between a covered entity and business associate. 


Customer 
Responsibility* 


164.314(b)(1) Requirements for 
Group Health Plans 


Except when the only ePHI disclosed to a plan sponsor is disclosed pursuant to § 
164.504(f)(1)(ii) or (iii), or as authorized under § 164.508, a group health plan must ensure 
that its plan documents provide that the plan sponsor will reasonably and appropriately 
safeguard ePHI created, received, maintained, or transmitted to or by the plan sponsor on 
behalf of the group health plan. 


Not Applicable 


164.314(b)(2)(i) The plan documents of the group health plan must be amended to incorporate provisions 
to require the plan sponsor to implement administrative, physical, and technical 
safeguards that reasonably and appropriately protect the confidentiality, integrity, and 
availability of the ePHI that it creates, receives, maintains, or transmits on behalf of the 
group health plan; 


Not Applicable 
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164.314(b)(2)(ii) The plan documents of the group health plan must be amended to incorporate provisions 
to require the plan sponsor to ensure that the adequate separation required by § 
164.504(f)(2)(iii) is supported by reasonable and appropriate security measures; 


Not Applicable 


164.314(b)(2)(iii) The plan documents of the group health plan must be amended to incorporate provisions 
to require the plan sponsor to ensure that any agent to whom it provides this information 
agrees to implement reasonable and appropriate security measures to protect the 
information; and 


Not Applicable 


164.314(b)(2)(iv) The plan documents of the group health plan must be amended to incorporate provisions 
to require the plan sponsor to report to the group health plan any security incident of 
which it becomes aware. 


Not Applicable 
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164.316(a) Policies and 
Procedures 


Implement reasonable and appropriate policies and procedures to comply with the 
standards, implementation specifications, or other requirements of this subpart, taking 
into account those factors specified in 164.306(b)(2)(i), (ii), (iii), and (iv). This standard is 
not to be construed to permit or excuse an action that violates any other standard. 
Implementation specification or other requirements of this subpart. A covered entity or 
business associate may change its policies and procedures at any time, provided that the 
changes are documented and are implemented in accordance with this subpart. 


Compliant  


164.316(b)(1)(i) Documentation Maintain the policies and procedures implemented to comply with this subpart in written 
(which may be electronic) form;  


Compliant 


164.316(b)(1)(ii) and if an action, activity or assessment is required by this subpart to be documented, 
maintain a written (which may be electronic) record of the action, activity, or assessment. 


Compliant 


164.316(b)(2)(i) Time Limit Retain the documentation required by paragraph (b) (1) of this section for 6 years for the 
date of its creation or the date when it last was in effect, whichever is later. 


Compliant  


164.316(b)(2)(ii) Availability Make documentation available to those persons responsible for implementing the 
procedures to which the documentation pertains. 


Compliant 


164.316(b)(2)(iii) Updates Review documentation periodically, and update as needed, in response to environmental 
or operational changes affecting the security of the ePHI. 


Compliant 


164.318(a)(1) Health Plan A health plan that is not a small health plan must comply with the applicable 
requirements of this subpart no later than April 20, 2005. 


Not Applicable 


164.318(a)(2) A small health plan must comply with the applicable requirements of this subpart no later 
than April 20, 2006. 


Not Applicable 


164.318(b) Health Care 
Clearinghouse 


A health care clearinghouse must comply with the applicable requirements of this subpart 
no later than April 20, 2005. 


Not Applicable 


164.318(c) Health Care Provider A covered health care provider must comply with the applicable requirements of this 
subpart no later than April 20, 2005. 


Not Applicable 
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164.404(a)(1) General Rule A covered entity shall, following the discovery of a breach of unsecured protected health 
information, notify each individual whose unsecured protected health information has 
been, or is reasonably believed by the covered entity to have been, accessed, acquired, 
used or disclosed as a result of such breach. 


Not Applicable 


164.404(b) Timeliness of 
Notification 


Except as provided in §164.412, a covered entity shall provide the notification required by 
paragraph (a) of this section without unreasonable delay and in no case later than 60 
calendar days after discovery of a breach. 


Not Applicable 


164.404(c)(1)(A) Content of 
Notification - 
Elements 


The notification required by paragraph (a) of this section shall include, to the extent 
possible, a brief description of what happened, including the date of the breach and the 
date of the discovery of the breach, if known; 


Not Applicable 


164.404(c)(1)(B) The notification required by paragraph (a) of this section shall include, to the extent 
possible, a description of the types of unsecured protected health information that were 
involved in the breach (such as whether full name, social security number, date of birth, 
home address, account number, diagnosis, disability code, or other types of information 
were involved); 


Not Applicable 


164.404(c)(1)(C) The notification required by paragraph (a) of this section shall include, to the extent 
possible, any steps individuals should take to protect themselves from potential harm 
resulting from the breach; 


Not Applicable 


164.404(c)(1)(D) The notification required by paragraph (a) of this section shall include, to the extent 
possible, a brief description of what the covered entity involved is doing to investigate the 
breach, to mitigate harm to individuals, and to protect against any further breaches; and 


Not Applicable 


164.404(c)(1)(E) The notification required by paragraph (a) of this section shall include, to the extent 
possible, contact procedures for individuals to ask questions or learn additional 
information, which shall include a toll-free telephone number, an e-mail address, Web 
site, or postal address. 


Not Applicable 


164.404(c)(2) Plain Language 
Requirement 


The notification required by paragraph (a) of this section shall be written in plain 
language. 


Not Applicable 
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164.404(d)(1)(i) Methods of Individual 
Notification - Written 
Notice 


The notification required by paragraph (a) of this section shall be provided in the following 
form: Written notification by first-class mail to the individual at the last known address of 
the individual or, if the individual agrees to electronic notice and such agreement has not 
been withdrawn, by electronic mail. The notification may be provided in one or more 
mailings as information is available. 


Not Applicable 


164.404(d)(1)(ii) The notification required by paragraph (a) of this section shall be provided in the following 
form: If the covered entity knows the individual is deceased and has the address of the 
next of kin or personal representative of the individual (as specified under § 164.502(g)(4) 
of subpart E), written notification by first-class mail to either the next of kin or personal 
representative of the individual. The notification may be provided in one or more mailings 
as information is available. 


Not Applicable 


164.404(d)(2) Substitute Notice In the case in which there is insufficient or out-of-date contact information that precludes 
written notification to the individual under paragraph (d)(1)(i) of this section, a substitute 
form of notice reasonably calculated to reach the individual shall be provided. Substitute 
notice need not be provided in the case in which there is insufficient or out-of-date 
contact information that precludes written notification to the next of kin or personal 
representative of the individual under paragraph (d)(1)(ii). 


Not Applicable 


164.404(d)(2)(i) In the case in which there is insufficient or out-of-date contact information for fewer than 
10 individuals, then such substitute notice may be provided by an alternative form of 
written notice, telephone, or other means. 


Not Applicable 


164.404(d)(2)(ii) In the case in which there is insufficient or out-of-date contact information for 10 or more 
individuals, then such substitute notice shall: 


Not Applicable 


164.404(d)(2)(ii)(A) In the case in which there is insufficient or out-of-date contact information for 10 or more 
individuals, then such substitute notice shall, be in the form of either a conspicuous 
posting for a period of 90 days on the home page of the Web site of the covered entity 
involved, or conspicuous notice in major print or broadcast media in geographic areas 
where the individuals affected by the breach likely reside; and 


Not Applicable 


164.404(d)(2)(ii)(B) In the case in which there is insufficient or out-of-date contact information for 10 or more 
individuals, then such substitute notice shall, include a toll-free phone number that 
remains active for at least 90 days where an individual can learn whether the individual's 
unsecured protected health information may be included in the breach. 


Not Applicable 
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164.404(d)(3) Additional Notice in 
Urgent Situations 


In any case deemed by the covered entity to require urgency because of possible 
imminent misuse of unsecured protected health information, the covered entity may 
provide information to individuals by telephone or other means, as appropriate, in 
addition to notice provided under paragraph (d)(1) of this section. 


Not Applicable 


164.406(a) Notification to the 
Media 


For a breach of unsecured protected health information involving more than 500 
residents of a State or jurisdiction, a covered entity shall, following the discovery of the 
breach as provided in § 164.404(a)(2), notify prominent media outlets serving the State or 
jurisdiction. 


Not Applicable 


164.406(b) Timeliness of 
Notification 


Except as provided in § 164.412, a covered entity shall provide the notification required 
by paragraph (a) of this section without unreasonable delay and in no case later than 60 
calendar days after discovery of a breach. 


Not Applicable 


164.406(c) Content of 
Notification 


The notification required by paragraph (a) of this section shall meet the requirements of § 
164.404(c). 


Not Applicable 


164.408(a) Notification to the 
Secretary 


A covered entity shall, following the discovery of a breach of unsecured protected health 
information as provided in § 164.404(a)(2), notify the Secretary. 


Not Applicable 


164.408(b) Breaches Involving 
500 or More 
Individuals 


For breaches of unsecured protected health information involving 500 or more 
individuals, a covered entity shall, except as provided in § 164.412, provide the 
notification required by paragraph (a) of this section contemporaneously with the notice 
required by § 164.404(a) and in the manner specified on the HHS Web site. 


Not Applicable 


164.408(c) Breaches Involving 
Less Than 500 
Individuals 


For breaches of unsecured protected health information involving less than 500 
individuals, a covered entity shall maintain a log or other documentation of such breaches 
and, not later than 60 days after the end of each calendar year, provide the notification 
required by paragraph (a) of this section for breaches discovered during the preceding 
calendar year, in the manner specified on the HHS web site. 


Not Applicable 


164.410(a)(1) Notification by a 
Business Associate – 
General Rule 


A business associate shall, following the discovery of a breach of unsecured protected 
health information, notify the covered entity of such breach. 


Compliant  
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164.410(a)(2) Breaches Treated as 
Discovered 


For purposes of paragraph (a)(1) of this section, a breach shall be treated as discovered by 
a business associate as of the first day on which such breach is known to the business 
associate or, by exercising reasonable diligence, would have been known to the business 
associate. A business associate shall be deemed to have knowledge of a breach if the 
breach is known, or by exercising reasonable diligence would have been known, to any 
person, other than the person committing the breach, who is an employee, officer, or 
other agent of the business associate (determined in accordance with the Federal 
common law of agency). 


Compliant 


164.410(b) Timeliness of 
Notification 


Except as provided in § 164.412, a business associate shall provide the notification 
required by paragraph (a) of this section without unreasonable delay and in no case later 
than 60 calendar days after discovery of a breach. 


Compliant 


164.410(c)(1) Content of 
Notification 


The notification required by paragraph (a) of this section shall include, to the extent 
possible, the identification of each individual whose unsecured protected health 
information has been or is reasonably believed by the business associate to have been, 
accessed, acquired, used, or disclosed during the breach. 


Compliant 


164.410(c)(2) A business associate shall provide the covered entity with any other available information 
that the covered entity is required to include in notification to the individual under § 
164.404(c) at the time of the notification required by paragraph (a) of this section or 
promptly thereafter as information becomes available. 


Compliant 


164.412(a) Law Enforcement 
Delay 


If a law enforcement official states to a covered entity or business associate that a 
notification, notice, or posting required under this subpart would impede a criminal 
investigation or cause damage to national security, a covered entity or business associate 
shall, if the statement is in writing and specifies the time for which a delay is required, 
delay such notification, notice, or posting for the time period specified by the official; or 


Compliant 


164.412(b) If a law enforcement official states to a covered entity or business associate that a 
notification, notice, or posting required under this subpart would impede a criminal 
investigation or cause damage to national security, a covered entity or business associate 
shall, if the statement is made orally, document the statement, including the identity of 
the official making the statement, and delay the notification, notice, or posting 
temporarily and no longer than 30 days from the date of the oral statement, unless a 
written statement as described in paragraph (a) of this section is submitted during that 
time. 


Compliant 







 


Private and Confidential 
Page 27 


HIPAA Citation HIPAA Security Rule Implementation Specification Conclusion 


164.414(a) Administrative 
Requirements 


A covered entity is required to comply with the administrative requirements of § 
164.530(b), (d), (e), (g), (h), (i), and (j) with respect to the requirements of this subpart. 


Not Applicable 


164.414(b) Burden of Proof In the event of a use or disclosure in violation of subpart E, the covered entity or business 
associate, as applicable, shall have the burden of demonstrating that all notifications were 
made as required by this subpart or that the use or disclosure did not constitute a breach, 
as defined at § 164.402. 


Compliant 


164.530(b) Training All workforce members must receive training pertaining to the Breach Notification Rule. Compliant  


164.530(d) Complaints All covered entities must provide a process for individuals to complain about its 
compliance with the Breach Notification Rule. 


Not Applicable 


164.530(e) Sanctions All covered entities must sanction workforce members for failing to comply with the 
Breach Notification Rule. 


Not Applicable 


164.530(g) Refraining from 
Retaliatory Acts 


All covered entities must have policies and procedures in place to prohibit retaliatory acts. Not Applicable 


164.530(h) Waiver of Rights All covered entities must have policies and procedures in place to prohibit it from 
requiring an individual to waive any rights under the Breach Notification Rule as a 
condition of the provision of treatment, payment, enrollment in a health plan, or eligibility 
for benefits. 


Not Applicable 


164.530(i) Policies and 
Procedures 


All covered entities must have policies and procedures that are consistent with the 
requirements of the Breach Notification Rule. 


Not Applicable 


164.530(j) Documentation All covered entities must have policies and procedures in place for maintaining 
documentation. 


Not Applicable 


 
* - CoreSite customers are responsible for meeting this regulation control point. CoreSite does not have access to customer data or systems as part of their 
colocation services offering. 
 
** - Meeting the specified performance criteria is a shared responsibility between CoreSite and their customers. 
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